
S. 2904 

One Hundred Sixteenth Congress 
of the 

United States of America 
AT THE SECOND SESSION 

Begun and held at the City of Washington on Friday, 
the third day of January, two thousand and twenty 

An Act 
To direct the Director of the National Science Foundation to support research 

on the outputs that may be generated by generative adversarial networks, other-
wise known as deepfakes, and other comparable techniques that may be developed 
in the future, and for other purposes. 

Be it enacted by the Senate and House of Representatives of 
the United States of America in Congress assembled, 

SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Identifying Outputs of Generative 
Adversarial Networks Act’’ or the ‘‘IOGAN Act’’. 

SEC. 2. FINDINGS. 

Congress finds the following: 
(1) Gaps currently exist on the underlying research needed 

to develop tools that detect videos, audio files, or photos that 
have manipulated or synthesized content, including those gen-
erated by generative adversarial networks. Research on digital 
forensics is also needed to identify, preserve, recover, and ana-
lyze the provenance of digital artifacts. 

(2) The National Science Foundation’s focus to support 
research in artificial intelligence through computer and 
information science and engineering, cognitive science and psy-
chology, economics and game theory, control theory, linguistics, 
mathematics, and philosophy, is building a better under-
standing of how new technologies are shaping the society and 
economy of the United States. 

(3) The National Science Foundation has identified the 
‘‘10 Big Ideas for NSF Future Investment’’ including ‘‘Har-
nessing the Data Revolution’’ and the ‘‘Future of Work at the 
Human-Technology Frontier’’, with artificial intelligence is a 
critical component. 

(4) The outputs generated by generative adversarial net-
works should be included under the umbrella of research 
described in paragraph (3) given the grave national security 
and societal impact potential of such networks. 

(5) Generative adversarial networks are not likely to be 
utilized as the sole technique of artificial intelligence or 
machine learning capable of creating credible deepfakes. Other 
techniques may be developed in the future to produce similar 
outputs. 
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SEC. 3. NSF SUPPORT OF RESEARCH ON MANIPULATED OR SYN-
THESIZED CONTENT AND INFORMATION SECURITY. 

The Director of the National Science Foundation, in consulta-
tion with other relevant Federal agencies, shall support merit- 
reviewed and competitively awarded research on manipulated or 
synthesized content and information authenticity, which may 
include— 

(1) fundamental research on digital forensic tools or other 
technologies for verifying the authenticity of information and 
detection of manipulated or synthesized content, including con-
tent generated by generative adversarial networks; 

(2) fundamental research on technical tools for identifying 
manipulated or synthesized content, such as watermarking sys-
tems for generated media; 

(3) social and behavioral research related to manipulated 
or synthesized content, including human engagement with the 
content; 

(4) research on public understanding and awareness of 
manipulated and synthesized content, including research on 
best practices for educating the public to discern authenticity 
of digital content; and 

(5) research awards coordinated with other federal agencies 
and programs, including the Defense Advanced Research 
Projects Agency and the Intelligence Advanced Research 
Projects Agency, with coordination enabled by the Networking 
and Information Technology Research and Development Pro-
gram. 

SEC. 4. NIST SUPPORT FOR RESEARCH AND STANDARDS ON GENERA-
TIVE ADVERSARIAL NETWORKS. 

(a) IN GENERAL.—The Director of the National Institute of 
Standards and Technology shall support research for the develop-
ment of measurements and standards necessary to accelerate the 
development of the technological tools to examine the function 
and outputs of generative adversarial networks or other technologies 
that synthesize or manipulate content. 

(b) OUTREACH.—The Director of the National Institute of Stand-
ards and Technology shall conduct outreach— 

(1) to receive input from private, public, and academic 
stakeholders on fundamental measurements and standards 
research necessary to examine the function and outputs of 
generative adversarial networks; and 

(2) to consider the feasibility of an ongoing public and 
private sector engagement to develop voluntary standards for 
the function and outputs of generative adversarial networks 
or other technologies that synthesize or manipulate content. 

SEC. 5. REPORT ON FEASIBILITY OF PUBLIC-PRIVATE PARTNERSHIP 
TO DETECT MANIPULATED OR SYNTHESIZED CONTENT. 

Not later than 1 year after the date of enactment of this 
Act, the Director of the National Science Foundation and the 
Director of the National Institute of Standards and Technology 
shall jointly submit to the Committee on Science, Space, and Tech-
nology of the House of Representatives, the Subcommittee on Com-
merce, Justice, Science, and Related Agencies of the Committee 
on Appropriations of the House of Representatives, the Committee 
on Commerce, Science, and Transportation of the Senate, and the 
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Subcommittee on Commerce, Justice, Science, and Related Agencies 
of the Committee on Appropriations of the Senate a report con-
taining— 

(1) the Directors’ findings with respect to the feasibility 
for research opportunities with the private sector, including 
digital media companies to detect the function and outputs 
of generative adversarial networks or other technologies that 
synthesize or manipulate content; and 

(2) any policy recommendations of the Directors that could 
facilitate and improve communication and coordination between 
the private sector, the National Science Foundation, and rel-
evant Federal agencies through the implementation of innova-
tive approaches to detect digital content produced by generative 
adversarial networks or other technologies that synthesize or 
manipulate content. 

SEC. 6. GENERATIVE ADVERSARIAL NETWORK DEFINED. 

In this Act, the term ‘‘generative adversarial network’’ means, 
with respect to artificial intelligence, the machine learning process 
of attempting to cause a generator artificial neural network 
(referred to in this paragraph as the ‘‘generator’’ and a discriminator 
artificial neural network (referred to in this paragraph as a 
‘‘discriminator’’) to compete against each other to become more 
accurate in their function and outputs, through which the generator 
and discriminator create a feedback loop, causing the generator 
to produce increasingly higher-quality artificial outputs and the 
discriminator to increasingly improve in detecting such artificial 
outputs. 

Speaker of the House of Representatives. 

Vice President of the United States and
President of the Senate. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [716.400 1152.000]
>> setpagedevice


		Superintendent of Documents
	2020-12-10T05:43:35-0500
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




